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1. OIIPEJAEJIEHUSA

B HacTos111eM 10KyMEHTE UCTIONB3YIOTCS CAeIYIOLIIEe TEPMUHBI U UX ONpEeAeICHUsI.

ABTOMATH3HMPOBAHHAsI CHCTeMAa — CHUCTEMa, COCTOsIlas M3 IMepcoHaja U KOMIUIEKca
CPEACTB aBTOMATHM3allMM €ro JEeATEeIbHOCTH, peaNn3ymomas HHPOPMAIMOHHYI0 TEXHOJOTHUIO
BBITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITHIA.

AyTeHTH(QUKAIUSL OTHPABUTENS JAAHHBIX — IOATBEPXKACHHUE TOrO, YTO OTIIPABUTEIb
MOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBJIICHHOMY.

be3onacHocTh NEPCOHANBHBIX [JAHHBIX — COCTOSIHUE 3alllMIICHHOCTH MEPCOHAIBHBIX
JAHHBIX,  XapakTePU3yeMOE€  CIIOCOOHOCTBIO  MOJB30BATENCH, TEXHUYECKHX  CPEACTB H
UH(POPMAITMOHHBIX TEXHOJIOTHI 00eCTeYnTh KOH(PHIECHIUATBHOCTD, IEJIOCTHOCTh M JIOCTYITHOCTb
MEPCOHATBHBIX JAHHBIX MPHU UX 00paboTKe B MH(GOPMAIIMOHHBIX CUCTEMaX NEPCOHABHBIX JaHHbBIX.

Buomerpuyeckne mnepcoHa bHble [aHHbIE — CBEICHHUS, KOTOPBIE XapaKTEPU3YIOT
¢uznonoruyeckue OCOOEHHOCTH 4YEJIOBEKa M Ha OCHOBE KOTOPBIX MOYKHO YCTAHOBUTbH €ro
JMYHOCTh, BKJIIOYas ¢ororpaduu, OTMEYAaTKH NaJbIEB, 00pa3 CETYATKH TJja3a, OCOOCHHOCTH
CTPOEHHUS Tela U IPYTYIO MOJA00HYI0 HH(OPMALIUIO.

bioknpoBanne mNepcoOHAJNbHBIX JaHHBIX — BpPEMEHHOE IMpeKpaileHue  coopa,
cUCTEeMaTH3alluy, HAKOIUICHUs, UCIIOJIb30BaHUs, PACIPOCTPAHEHHUS, IEPCOHATIBHBIX JaHHBIX, B TOM
YHCIIe UX NepeadH.

Bupyc (KoMnboTepHbIi, NPOrpPaMMHBINH) — HCIOJHSAEMbIA MPOrPaMMHBIA KOJA WU
UHTEPIPETUPYEMBI HAa0Op WHCTPYKIMM, OO0Nafaromuidi CBOMCTBAMH HECAaHKIIMOHHUPOBAHHOTO
pacnpocTpaHeHus U camoBocipousBeneHus. Co3laHHble TyOnMKaThl KOMIIBIOTEPHOTO BHpyca HE
BCEr/la COBIAJAIOT C OPUTHMHAJIOM, HO COXPAaHSIOT CIIOCOOHOCTH K JTAJIbHEUIIIEMY PaclpoCTPAHEHUIO
Y CaMOBOCIIPOU3BEICHUIO.

BpenonocHas mnporpamma — 1porpamma, IpeJHa3HauY€HHas [JIsl  OCYILECTBJICHUS
HECaHKIIMOHUPOBAHHOTO JIOCTyNa U (WJIM) BO3/JEHCTBUS Ha NEPCOHAIbHBIE JTAHHBIE WM PECYPChI
MH(GOPMAIIIOHHOW CUCTEMBI IEPCOHAIBHBIX JaHHBIX.

BcenomoraresibHbIe TeXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKHE CPEICTBA U
CUCTEMBI, HE TpeNHa3HAueHHbIE Ui Tepenadd, oOpabOTKU M XpaHEHHs MEepPCOHATbHBIX ITaHHBIX,
yCTaHABIMBAaEMbl€ COBMECTHO C TEXHUUECKUMU CPEJCTBAMHU U CUCTEMaMH, MTPeIHa3HAYEHHBIMU TSI
00paboOTKH MEepPCOHATBHBIX JAHHBIX WM B MOMEUIEHHSX, B KOTOPHIX YCTAHOBJIEHbI MH(POPMAIMOHHbIE
CHCTEMbI IEPCOHATIbHBIX JJAHHBIX.

JlocTynl B ONEpalMOHHYI0 CpeAy KOMIbIOTepa (MH(OPMALMOHHON CHCTEMbI MEPCOHAIBHBIX
JAHHBIX) — TOJyYEHHE BO3MOXKHOCTHU 3aITyCKa Ha BBINOJHEHHE IITATHBIX KOMaH, (QYHKIMH, MPOLEAYp
OTIEPAIMOHHON CHUCTEMBI (YHUUTOXKEHUS, KOTIMPOBAHMS, TIEPEMEIICHHS ¥ T.I1.), MCHOIHSAEMBIX (aiioB

NPHUKIIAIHBIX IPOrPaMM.



JlocTyn K HH(pOpMAaLUK — BO3MOXKHOCTb IOTy4eHUs TH()OPMALMH U €€ UCTIONIb30BaHMSL.

3aky1aouHoe YCTPOICTBO — 3JIEMEHT CPEACTBA CheMa HH(OPMAIMH, CKPBITHO BHEAPSEMBbIiA
(3aKy1a/(bIBAEMBbIN MM BHOCUMBII) B MECTa BO3MOXKHOI'O CheMa MH(opMaLiy (B TOM YKCIIE B OrpakJIeHHE,
KOHCTPYKLIMIO, 000pY/IOBaHHE, MPEIMEThl UHTEPhEpa, TPAHCIIOPTHBIE CPEJICTBA, A TAKKE B TEXHUUYECKUE
CPEZICTBA U CUCTEMBI 00pabO0TKH HH(pOpMAIIHN).

Zanmmaemass uHdopMauusa — wuHOpMAIWS, SBISIOMASICT NPEAMETOM COOCTBEHHOCTH U
NOJUISKAIIAST 3alliTe B COOTBETCTBHM C TPEOOBAHMSMH IIPABOBBIX JIOKYMEHTOB WM TPeOOBAaHUSMU,
YCTaHABJIMBaEMbIMU COOCTBEHHUKOM MH(OpMALINH.

Nnentudpuranus — MpUCBOCHUE CYOBEKTaM M OOBEKTaM JIOCTyNa HIACHTH(UKaTopa W (VUIH)
CpaBHEHHE NPEABSBIIIEMOr0 HICHTH(HKATOPA C IIEPEYHEM TPHUCBOSCHHBIX WACHTU(PHKATOPOB.

HNudopMaTHBHBIA CUTHAJ — SJIEKTPUYECKHE CHUTHAJBL, AKyCTHYECKUE, SJICKTPOMArHWUTHBIE U
Jpyrue (GU3MYecKue IoJsl, M0 IIapamerpamM KOTOPbIX MOMXKET ObIThb PpACKpbITa KOH(HIACHIMATbHAS
nH(opmarws (epcoHaIbHbIE JTaHHbIE) OOpabarbiBacMasi B MH(OPMAIIMIOHHON CHUCTEME TMePCOHATBHBIX
JTAHHBIX.

HNudopmaunuonnas cucrema mnepcoHadbHbIX AaHHbIX (MCIIAH) — maOpManmoHHas
cucTeMa, MpeCTaBiIAonas coooil COBOKYMHOCTh MEPCOHAIBHBIX JAHHBIX, COAEPXKAIIUXCS B Oase
JAHHBIX, a TaKKe HHGPOPMALMOHHBIX TEXHOJIOTMH U TEXHUUYECKUX CPEICTB, IO3BOJISIOLIMX
OCYIIECTBIISITh  O0pabOTKYy TaKWX TMEPCOHATBHBIX JIAHHBIX C HCIIOJIb30BaHHUEM CPEJICTB
aBTOMATH3AIMH WK 0€3 UCTI0Ih30BAHUS TAKUX CPEJICTB.

Hndopmanmonnble TeXHOJIOTHMM — TIPOLIECCHl, METOIBI TOUCKa, cOopa, XpaHeHHs, 0OpaboTKu,
HPEIOCTABIICHHS], PACIPOCTpaHEHUsI MH(GOPMALMM U CIIOCOObI OCYILECTBJIEHUS! TaKUX MPOLECCOB U
METO/IOB.

Hcnosb30Banne mepcOHATbHBIX JAHHBIX — JEHCTBHS (ONEpannu) ¢ TMEPCOHATHHBIMU
JAHHBIMM, COBEpILAEMbIE OINEPaTOPOM B HENAX NPUHATHS PEIICHWH WIM COBEPIIEHUS HHBIX
JeMCTBUH, MOPOKIAIOIIUX IOPUINYECKUE TOCIEACTBUS B OTHOIIEHHM CYOBEKTa NEepCOHAIbHBIX
JAHHBIX WA JPYTrUX JHI JU00 WHBIM 00pa3oM 3aTpardBarolIdX IpaBa M CBOOOABI CyOBEKTa
NIEPCOHANTBHBIX JAHHBIX WM JPYTUX JIHII.

Hcrounuk yrpossl 6e3onacHocTH MH(pOpMaLMH — CyOBEKT JIOCTYIIA, MATEPUATBHBIA 00BEKT WU
(u3HrUecKoe sIBIEHNE, SIBISIOIINECS IPUUNHON BOSHUKHOBEHHS YTPO3bl 0€3011aCHOCTH HH(OPMAIIHH.

KonTtposmpyemasi 30Ha — TIPOCTPaHCTBO (TEppUTOpHS, 3aHWE, YacTh 3JaHus, TOMEIICHUE), B
KOTOPOM HCKITFOYCHO HEKOHTPOJIMPYeMOe MpeObIBAHWE ITOCTOPOHHHX JIMII, a TAKKe TPAHCIIOPTHBIX,
TEXHUYECKHX U MHBIX MaTepUaIbHBIX CPE/ICTB.

KonduaeHmaabHOCTh NePCOHATBHBIX JAHHBIX — 00s13aTebHOE ISl COOMIOJICHUSI OIIEpaTopoM
WIM WHBIM TOJNYYHMBIIMM JIOCTYIT K TIGPCOHATBHBIM JAHHBIM JIMIIOM TpeOOBaHHE HE JIOIYCKaTh HX
pactpocTpaHeHrue 0e3 coracusi CyOBEeKTa TEPCOHANBHBIX JAHHBIX WM HATMYMS HWHOTO 3aKOHHOTO

OCHOBAHM:I.



Me:xceTeBoil 3KpaH — JIOKATHHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHATHLHO-PACTIPEIETICHHOES
MPOrpaMMHOE (IIPOrPaMMHO-AITIAPATHOE) CPEICTBO (KOMILIEKC), peali3yrolee KOHTPOIb 32 MH(DOpMAIHei,
MOCTYNAIEeH B HHOOPMAIMOHHYIO CHUCTEMY MEPCOHATIBHBIX JAaHHBIX U (WIM) BBIXOMIICH U3
MH()OPMAIIMOHHON CHCTEMBI.

Hapymmrenb 0e30MaCHOCTH TMEPCOHATIBHBIX JAHHBIX — (DMBUYECKOE JIHMIO, CIyYaifHO WA
NPETHAMEPEHHO COBEPIIAIONICE JCHCTBHUS, CIIEJCTBUEM KOTOPBIX SBISICTCS HApyIIeHHE Oe30MacHOCTH
MIEPCOHATLHBIX JIAHHBIX TPH KMX 00pabOTKe TEXHUYECKUMH CPEICTBAMU B WMH(OPMAIMOHHBIX CHCTEMax
MEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3upoBanHass  o0padoTka  NepPCOHAJBHBIX  JAaHHBIX —  0o0OpaboTka
MEPCOHAIBHBIX JIAaHHBIX, COJCPKAIIMXCS B HH(DOPMAIMOHHOW CHCTEME MEPCOHAIBHBIX JTaHHBIX
00 U3BJICYECHHBIX U3 TAKOW CHUCTEMBbI, CUMTACTCS OCYIECTBICHHON 0€3 MCIOJIb30BaHUS CPE/ICTB
aBTOMAaTHU3alMK (HEaBTOMAaTU3UPOBAHHOM), €CJIM TaKhe NeUCTBUS C MEPCOHATbLHBIMU TAHHBIMHU, KaK
UCIIONIb30BaHUE, YTOYHEHHE, paCIpOCTpaHEHHE, YHUYTOXXCHHE IEePCOHATBHBIX JaHHBIX B
OTHOIICHHH KaXJOro H3 CYOBEKTOB IEPCOHAIBHBIX JAHHBIX, OCYIICCTBISIOTCS TIpU
HEIMOCPEICTBEHHOM YYacCTHH YeJIOBEKA.

HenexnapupoBanHble  BO3MOKHOCTH —  (DyHKIMOHAIBHBIE ~ BO3MOXKHOCTH  CpEJICTB
BBIUKCITUTEILHON TEXHHUKH, HE OMMCAHHbIC WM HE COOTBETCTBYIOIME OMMCAHHBIM B JOKYMEHTAIIUH, TIPH
WCIIONTb30BAaHMHM KOTOPBIX BO3MOXKHO HAPYILIEHHE KOHPHUICHIIMATLHOCTH, JOCTYITHOCTH WM IIEJIOCTHOCTH
00pabateiBaeMol HH(OPMAIIHH.

HecaHnKkiMoHMPOBaHHBIIH 10CTYN (HECAHKIMOHUPOBAHHbIE el CTBUSI) — JOCTYII K HH(GOpMAIIN
WM JedcTBus ¢ MHGOpMAIMe, HapyIIAoMe IMPaBWia pasrpaHUyeHHs JOCTYNA C HCIOIb30BaHUEM
IITATHBIX CPEJICTB, MPEIOCTABISIEMBIX HH(OPMAIIMOHHBIMU CUCTEMaMU TTEPCOHAIIBHBIX TAHHBIX.

Hocurens wHpopMammm — Quspueckoe U0 WIM MarepHalbHbIE OOBEKT, B TOM YHCIIE
drsuyecKoe mose, B KOTOpoM HH(POPMAIMs HaXOIUT CBOE OTPaXKEHHE B BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHUUYECKUX PEIIeHHH U TPOLIECCOB, KOMMYECTBEHHBIX XapaKTEPUCTUK HU3UUECKUX BETUUHH.

O0e31MYMBaHUE TEPCOHAJIBHBIX [aHHBIX — JICHCTBUSA, B pe3yJbTare KOTOPHIX
HEBO3MOXKHO ONPENEIUTh MPUHAJICKHOCTh TMEPCOHAIBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JaHHBIX.

O0pa0oTka NMepcoOHAIbHBIX JAAHHBIX — JCHCTBUS (OMepanuy) C MEPCOHAIBHBIMU JTAHHBIMH,
BKJTIOYass COOp, CHUCTEMaTH3allMio, HAKOIUICHHWE, XpaHEHWe, YTOYHEeHHe (OOHOBJIEHHE, W3MEHEHHE),
WCTIONIb30BaHME, pacnpocTpaHeHne (B TOM 4YHCNIE Tepefady), OO€3JMYMBaHUE, OJOKUPOBAHME,
YHUYTOKEHHE TePCOHANTBHBIX JTaHHBIX.

OOmenocTynHble  NMEpPCOHAJIbHbIE JaHHbIE — T[I€PCOHAJIbHBIE  JIaHHbBIE,  JIOCTYII
HEOTPAHWYEHHOTO Kpyra JMI] K KOTOPHIM MPEIOCTaBIEH C COMIacus CyOBeKTa MEePCOHATbHBIX
JAHHBIX WJIM Ha KOTOpPHIE B COOTBETCTBHHM C (penepaibHBIMH 3aKOHAMH HE PaclpOCTpPaHIETCS

TpC6OBaHI/IC CO6JIIO,Z[CHI/I$I KOH(I)I/IIIGHL[I/IaJIBHOCTI/I.
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Oneparop (MepcOHANBHBIX AAHHBIX) — TOCYJAPCTBEHHBI OpraH, MyHUIMIAIbHBIA Opra,
IOpUAMYECKOe WM (PU3MYUECKOe JMIO, OpraHu3yiomiee u (WIM) OCYIIECTBISIIOIIEE 00paboTKy
HEPCOHABHBIX JAHHBIX, a TAKKE OINpPEeNesOIMe LEIM U COolepKaHue OOpaOOTKH IEepCOHANIbHbIX
JTAHHBIX.

Texnu4yeckne cpeacrsa HHGOPMALMOHHON CHCTEMbI NEPCOHANBHBIX JAHHBIX — CpPEJICTBA
BBIUHCIIUTEIBHON TEXHHUKH, HH(POPMALIOHHO-BBIYMCIUTEIbHbIE KOMIUIEKCHI U CETH, CPEJICTBA M CHCTEMBI
nepeqaur, npuemMa u oOpabotku IIJ[H (cpemctBa W CHCTEMBI 3BYKO3AIUCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHUSI, IIEPErOBOPHbIE U TEJICBU3MOHHBIE YCTPOWCTBA, CpPEICTBAa W3TOTOBJICHMS,
TUPAKMPOBAHUsS JOKYMEHTOB U JIPYIHe TEXHUUECKUE cpeicTBa 00pabOTKH peueBoi, rpaduyeckoli, Busieo- u
OyKBEHHO-IIU(POBOA  MH(OpPMAIIMK), TPOrpaMMHBIC CpeCTBa  (OMEPAIMOHHBIC CHUCTEMBI, CHCTEMBI
ynpaBiieHus: 6a3aMH JTAHHBIX U T.II.), CPENICTBA 3AlUTHI MH(OpMAIMH, PUMEHsIEMble B MH(POPMAIMOHHBIX
CHCTEMaX.

IlepexBaT (MH(pOPMaLMM) — HEPABOMEPHOE IOJIy4YeHHE MHPOPMALIUU C UCIIOJIb30BaHUEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBISIONIEI0 OOHAPYKEHUE, TPHEeM B 00paboTKy MH(OPMATHBHBIX
CUTHAJIOB.

IlepcoHaibHbIe AaHHBIE — Jt00as MHPOpPMALUSA, OTHOCALIAsCA K OIPENeICHHOMY WM
OIpe/IeTsIEeMOMY Ha OCHOBAaHMM Takod MH(popMauuu (puzndyeckoMy Juiy (CyObEeKTY MEepCOHAIbHBIX
JAHHBIX ), B TOM YHCJE ero (haMuins, UMs, OTYECTBO, IO, MECALl, JaTa ¥ MECTO POXKACHUS, ajpec,
ceMelHoe, COlMaNbHOe, UMYIIECTBEHHOE MOJIOKEHHE, 00pa3oBaHue, MPodeccHsi, JOXOIbl, APyrast
nHpopMarnus.

ITo6o4HbIe 3/1eKTPOMArHUTHbIE U3JIYyYeHUS] H HABOJAKH — 3JIEKTPOMAarHUTHBIE M3JIy4SHUS
TEXHUYECKUX CPEJICTB O0pabOTKM 3aluinaeMol HH(GOpMaluy, BO3HUKAIOIIME Kak I000YHOE
SBJICHUE U BBI3BAHHBIC AJIEKTPUYECKUMHU CUTHAJIaMH, ACHCTBYIOUIMMHU B MX D3JEKTPUUECKUX U
MarHUTHBIX LEMNAX, & TAKXKE JJIEKTPOMAarHUTHBIE HABOJAKHM JTHX CUTHAJIOB Ha TOKONPOBOISAIINE
JIMHUY, KOHCTPYKIIUH U LIETIH TUTAHMSL.

[MosmTHKAa  «YUCTOTO  C€TOJA» — KOMIUIEKC  OpPraHU3allMOHHBIX  MEpONPUATHUH,
KOHTPOJIMPYIOIIMX OTCYTCTBHE 3alMChIBaHUS Ha OyMa)KHble HOCHTENU KJIIO4Yel U aTpuOyToB
JocTyna (rmaposieil) 1 XpaHeHus: MX BOJTU3U 00bEKTOB JIOCTYTIA.

IHonb3oBaTeqas HMHGPOPMALMOHHONM CHCTEMbI IEPCOHAJBHBLIX JAHHBIX — JIUILO,
yyacTBymoIee B (YHKIMOHUPOBAHUU HH(OPMAIMOHHON CHUCTEMbl NEPCOHAIBHBIX JAHHBIX WM
HCIIOJIB3YIOIIEee PE3YNIbTaThl €€ HYHKIIMOHUPOBAHHUSL.

IIpaBuia pasrpaHu4eHus J0CTYNa — COBOKYITHOCTh MPaBWJI, PETIaMEHTHPYIOLINX MpaBa
JIOCTYIa CyOBEKTOB JOCTYIA K 00BbEKTaM JI0CTYyTA.

IIporpammuasi 3akiajgKa — KoJi IporpamMMbl, IpeJHAMEPEHHO BHECEHHBIN B MPOrpaMMy C

OCJIbI0 OCYHMICCTBUTL YTCUYKY, H3MCHUTD, 6J'IOKI/IpOBaTI), YHUUYTOXUTH I/IH(i)OpMaHI/IIO 501041



VHUUYTOXUTH ¥ MOAU(PHUIMPOBATH MPOTPAMMHOE oOecreueHue HMHPOPMAIMOHHOW CHUCTEMBI
MEPCOHANTBHBIX JaHHBIX U (W) OJIOKUPOBATH amlmapaTHbIC CPEICTRA.

IIporpammHoe (MporpaMMHO-MaTeMATHYECKOe) BO3JeiicTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICIICTBIE Ha pecypchbl aBTOMaTU3UPOBAHHON HH(POPMAIIMOHHON CHCTEMBI, OCYILECTBISIEMOE C
UCII0JIb30BaHUEM BPEIOHOCHBIX IIPOrpaMM.

PackpbiTHEe mEPCOHAJIBLHBIX [JAHHBIX — YMBIIUIGHHOE WM CIIy4ailHO€ HapylleHue
KOH(UICHIIMATLHOCTY NIEPCOHATBHBIX JTaHHBIX.

PacnpocTpaHeHne nepcoHaNbHBIX [JAaHHBIX — JICHCTBHS, HANPABICHHbIE Ha IMepenavdy
MEPCOHAIBHBIX JTAHHBIX OINpPEAEICHHOMY Kpyry JnuIl (mepefada MEpCOHANbHBIX JTAHHBIX) WM Ha
O03HAKOMJIEHHE C IIEPCOHAJbHBIMM JIaHHBIMM HEOTPAaHWMYEHHOIO Kpyra Jul, B TOM 4YHCIIE
00HaApO/IOBaHME TEPCOHATBHBIX JAaHHBIX B CPEICTBAX MaccoBOW HH(OpMAINH, pa3MelleHHe B
MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETAX WJIM MPEIOCTaBlIEHUE OCTyNa K MEePCOHAIBHBIM
JAHHBIM KaKUM-JTHOO UHBIM CIIOCOOOM.

Pecypc uH(pOPMALIMOHHOM CHCTEMbI — IMEHOBAaHHbBIA 3JIEMEHT CHCTEMHOIrO, IPUKJIAJHOTO
WIN anmapaTHoro odecneueHus pyHKIIMOHUPOBAHHUS WH(POPMAIIMOHHON CUCTEMBIL.

CnenuajibHble KATerOpMH INEPCOHAJBHBIX JAHHBIX — [IEPCOHAIbHBIE JAHHBIE,
KACArOIIMECs] pacoBOM, HALIMOHAJILHON NMPUHAJICKHOCTH, MOJUTUYECKUX B3IJISAOB, PEIUTHO3HBIX
i punocockux yoeKIeHUH, COCTOSHUS 37J0POBbSl U MHTUMHOW KU3HHU CYOBEKTa MEPCOHAIBHBIX
JAHHBIX.

CpencrBa BIYMCIUTEIbHON TEXHUKHU — COBOKYITHOCTb IIPOIPAMMHBIX U TEXHUUECKUX 3JIEMEHTOB
cucTeM OOpabOTKH JaHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATh CaMOCTOSITENIBHO WJIM B COCTaBE IPYTHX
CHUCTEM.

Cy0bekT nocryna (cy0bekT)— JIMLO WIA TPOLECC, NEHCTBUS KOTOPOrO PEriiaMEeHTHUPYIOTCS
MpaBUJIaMU Pa3rpaHUUuEHUs JOCTYIA.

TexHuuyeckuii KaHa yTedkd HHGOPMALMH — COBOKYTHOCTh HOCHTENS HH(MOpMAIHH (CpecTBa
00paloTKH), (U3MYECKON Cpebl PaclpoCTpaHEeHHss WH()OPMATUBHOTO CUTHAJIA M CPEACTB, KOTOPHIMHU
JIOOBIBAETCS 3aluinaeMast “HhopMaIius.

Tpancrpann4yHas nepeaa4da nepCcoHAJbHbBIX JAHHBIX — Mepeadya NEPCOHATBHBIX JAHHBIX
onepatopoMm uyepe3 l'ocymapctBeHHyro rpanuny Poccuiickont ®enepanuu opraHy BIacTH
MHOCTPAHHOIO rOCy/1apCcTBa, (PU3NUECKOMY WU IOPUANYECKOMY JIMILY HHOCTPAHHOI'O TOCY1apCTBa.

Yrpo3sl 0e30MaCHOCTH MMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUH U (DaKTOpOB,
CO3JIAIOLIMX ONACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM 4YHUCJIE CIy4alHOIO, JIOCTYMa K INEPCOHATBHBIM
JTaHHBIM, PE3YJIBTaTOM KOTOPOrO MOXKET CTaTh YHHUTOMKEHHE, W3MEHEHHE, OJIOKUpOBaHUE, KOMMPOBAHUE,
pactpoCTpaHEHUE MEPCOHAIBHBIX JIAHHBIX, a TAKKE€ HMHBIX HECAHKIIMOHWPOBAHHBIX JCHCTBUM MPH HMX

00paboTKe B MH(POPMAIOHHOM CHCTEME TIEPCOHATIBHBIX JTaHHBIX.



YHUUTOKEeHHE TEPCOHAIBHBIX JIAHHBIX — JICHCTBHS, B pE3yJIbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUTB COJICPYKAHUE TIEPCOHANTBHBIX JIAHHBIX B MH()OPMAIIMOHHON CHCTEME MEPCOHAIBHBIX JAHHBIX
WIH B PE3YJIbTaTe KOTOPBIX YHUYTOXKAKOTCSI MaTEPUATbHBIC HOCUTEIN TIEPCOHATBHBIX JIAHHBIX.

VYreuka (Ganmmaemoi) HHGOPMAIMM M0 TEXHHYECKMM KAaHAJIAM — HEKOHTPOJIMPYEMOE
pacrpocTpaHeHne MHPOPMAIME OT HOCHTEINS 3allMIaeMoi HHQOpPMAIMK 4depe3 (PU3MUYEeCKYI0 cpemy 10
TEXHUYECKOTO CPEZICTBA, OCYIIECTRIISIOIIETO ITepexBaT HH(pOpMaIiH.

Yupeikaenune — nojiHoe HaUMeHOB8aHue Yupercoenus (OpeaHu3ayuul).

YS3BUMOCTB — CITA00CTh B CPEZCTBAX 3alllMTHI, KOTOPYIO MOYKHO WCIOJIB30BaTh IS HAPYIICHUS
CHCTEMBI WJIM CoJIepyKalliericsl B Heil mH(opMarmm.

LenocrHOCT WH(OPMAIMH —  CIIOCOOHOCTH  CPE/ICTBA  BBIUKCIIUTEIIFHON —TEXHUKH WM
ABTOMATH3MPOBAHHOM CHCTEMBI 00ECTIeUMBATh HEM3MEHHOCTh MH(OPMAIIMK B YCTIOBUSIX CITYyJaiHOTO W/WITH

NpeJHAMEPEHHOTO UCKKEHUSI (paspyLLeHus ).



OBO3HAYEHUSA U COKPALLIEHUSA
ABC — aHTUBHpYCHBIE CPEICTBA
APM —aBroMaTu3npoBaHHOE paboyee MeCTo
BTCC — BcioMoraresbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
WCTI/1a — nadopmarmoHHas CcTeMa IMepCOHABHBIX JTAHHBIX
K3 — konTponmpyemas 30Ha
JIBC — nokasbHast BBIYMCIUTENbHAS CETh
MD — MexceTeBo FKpaH
HC/] — HecaHKIIMOHMPOBAHHBIN JJOCTYII
OC — onepatmoHHas cucrema
[T/11 — nepcoHaIbHbIE JaHHbIE
[IMB — nporpaMMHO-MaTEMaTHYECKOE BO3/ICHCTBHE
I1O — mporpamMMHOe obecrieueHne
[TOMUH — noGouHbIE NEKTPOMArHUTHbIE U3ITYy4EHHS U HABOIKU
CA3 — cucrema aHanu3a 3alIAIIEHHOCTH
C3MU — cpencrsa 3ammThl HHGOpMAIUN
C3I1d1 — cucreMa (moAcucTeMa) 3alUThl IEPCOHATBHBIX JAHHBIX
COB — cuctema 00HapyKeHUsI BTOPKEHUI
TKY U — texnnyeckre KaHaIbI yTEUKU HHDOPMAIIU

YBI1/IH — yrpo3sl 6€30MacHOCTH EPCOHATIBHBIX TAHHBIX



BBEJIEHUE

Hacrosmas [Tonutuka uadopmanonHon 6e3omacHocTH yupexaenus (manee — [lonmutuka)
MBJIOY «/lemckuii cao Ne 47» ([lanee — Opranu3zaius).

[Tonutuka pazpaboTana B COOTBETCTBHH C LENISIMH, 33JjauaMH U MIPHUHLIUIAMHA 00eCIIeYeHUs
0C30MacCHOCTH  TEPCOHANBHBIX JaHHBIX UW3JOXKEHHBIX B KoHmenuuu wuHDOpMAIIMOHHON
6e3onacuoctu UCIIJ Yupexaenus.

[Tonmutuka pa3paboraHa B COOTBETCTBUU C TpeOoBaHusiMu DenepanbHOro 3akoHa OT 27
utong 2006 1. Ne 152-®3 «O mnepcoHanbHBIX JaHHBIX» W TOCTaHOBIeHUs I[IpaBuTenbcTBa
Poccuiickoit ®@enepauuu ot 11 HOs0ps 2007 r. Ne 781 «OO6 yrBepxaenun IlomoxxeHust 06
obecrieyeHnn 0€30MACHOCTH TEPCOHAIBHBIX JAHHBIX MPH UX 00paboTKe B HMH(POPMALMOHHBIX
CUCTEMax NEePCOHABHBIX JaHHbIX.

B IMonutuke ompenenensl Tpeboanust k nepconany MCIIIH, creneHb OTBETCTBEHHOCTH
NepcoHaNa, CTPYKTypa M HEOOXOIMMBIM YpOBEHb 3alllMIICHHOCTH, CTAaTyC W JOJKHOCTHBIC
0053aHHOCTH COTPYIHUKOB, OTBETCTBEHHBIX 3a oOecreueHne Oe30MacHOCTH NEepPCOHATBHBIX

nanHbix B UCITIH Opranuzaiumu.
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1. OOmue moJioxKeHUs

Ienpro HacTosmel ITomuTuku sBIseTcs oOecIieueHre 0e30MacHOCTH OOBEKTOB 3alllMTHI B
Opranuzanud OT BCEX BHUAOB YIrpo3, BHEIIHUX M BHYTPEHHUX, YMBIIJICHHBIX U
HENpeIHAMEPEHHBIX, MUHUMU3AIUA yIIepOa OT BOZMOXKHOW pean3anun yrpo3 o6e3omacuoctu [1/]x
(YBILR).

be3omnacHocTh MePCOHAIBHBIX JTAHHBIX JIOCTUTaeTCs nyTeM UCKITIOYCHHUS
HECAaHKIIMOHMPOBAHHOTO, B TOM YHCJE CIy4ailHOro, JOCTyna K TMEpPCOHAIbHBIM JIaHHBIM,
pe3yJIbTaTOM KOTOPOTO MOXKET CTaThb YHMUTOKEHHE, MU3MEHEHHE, OJIOKMPOBaHUE, KOMHUPOBAHHE,
pacnpoCTpaHCHUC NMEPCOHAJIbHBIX JAaHHBIX, a TAKKC MHBIX HCCAHKIITMOHUPOBAHHBIX I[ef/'ICTBI/If/’I.

WNudopmanus u cBA3aHHBIE C HEW pPecypChl TOHKHBI OBITh JOCTYITHBI 7Sl aBTOPU30BAHHBIX
nosib3oBareneil. JIoMKHO OCYIIECTBISTHCS CBOEBpEMEHHOE OOHapyXeHHEe M pearupoBaHHE Ha
YBII1dn.

,Z[OJI)KHO OCYIICCTBIIATHCA NPCAOTBPAICHHUEC MPCAHAMECPCHHBIX WJIN Cﬂy‘{af/'IHI)IX, HaCTUYHBIX
HJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/I(l)I/IKaHI/Iﬁ HJIM YHUYTOXCHUA JaHHBIX.

CocTaB 00BEKTOB 3aIIMTHI MpezcTaBieH B [lepeune nepcoHalbHBIX JAaHHBIX, MOAJIEKAIINX
3aluTe.

Cocras UCII/ln nmoanexamux 3amuTe, npeacrasied B OTyere o pe3yabTaTax IPOBEACHMUS

BHyTpeHHel nposepku oT 14.02.2013r.
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2. OO0JaacThb aeiicTBUA
TpeboBanus HacTosmeH [1oTUTHKN PacIpOCTPAHSIOTCS Ha BCEX COTPYAHUKOB Y UpPEKICHUS
(IITAaTHBIX, BPEMEHHBIX, PAOOTAIOIIMX IO KOHTPAKTy M T.M.), a TaKKe BCEX MPOYUX JIHUI]

(moApAIYMKY, AYAUTOPHI U T.I1.).
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3. Cucrema 3alIUTHI IEPCOHAIBHBIX JTAHHBIX
Cuctema 3amuThl nepcoHanbHBIX AaHHBIX (C3I1/IH), cTpouTCst HA OCHOBAHUU:
Otuera o pe3ynbTaTax MpPOBEICHUS BHYTPEHHEH MPOBEPKH;
HepeqHﬁ MNEPCOHANIBHBIX JAHHBIX, MOAJICKAIUX 3AIUTC,
AxTa K1accupuKai THPOPMALMOHHON CUCTEMBI IEPCOHATBHBIX JAHHBIX;
Monenu yrpo3 6e30macHOCTH MEPCOHAIBHBIX JaHHBIX;
[TonokeHus 0 pa3rpaHUYEHHH MIPaB AOCTyIa K 00padaThiBaeMbIM EPCOHATBHBIM JIaHHBIM;

PykoBoasmux nokymentoB ®CTIK u ®Ch Poccun.

Ha ocHoBaHMM 3THUX JOKYMEHTOB OIpEIesSeTCs] HEOOXOAUMBIA YPOBEHB 3allUIICHHOCTH
[T xaxmoit UCIIJIn Opranuzanuu. Ha ocHOBaHMM aHaiM3a akTyaJbHBIX yrpo3 0€30macHOCTH
I1/Tn onucanHoro B Mojaenu yrpo3 u Otuera o pe3ynbTaTax IPOBEICHUS BHYTPEHHEW IPOBEPKE,
JiefaeTcsl  3aKJIOYeHWe O  HEOOXOJMMOCTH  MCMOJB30BaHUS  TEXHUYECKUX  CPEACTB W
OpraHU3AIlMOHHBIX ~ MeponmpusTui mua  obecrneuenus OeszomacHoctu [1[ln.  BwiOpanubie
HE0OXO0UMbIe MEPONPUSITHS OTpaxkatoTcs B [Linane meponpustuii mo obecrneueHuto 3amutol [1J[H.

Hns xaxnmoit MCII[IH nomkeH OBITH COCTaBIEH CIHMCOK HCIOJIBb3YyEeMbIX TEXHHUYECKHUX
CPEJICTB 3alIUTHI, & TAK K€ MPOrpaMMHOTO oOecIieueHus ydacTByomiero B oopadorke I1/1H, Ha Bcex
anementax UCIIdx:

APM nonw3oBateneii;

CepBepa puII0KEHU;

CYB/;

['panuma JIBC;

KananoB nepegauu B ceTu 0OIIEro Mojib30BaHUA U (WJIM) MEXKIYHApPOAHOTO OOMEHa, eCiH
1o HuM nepenatorcs [1J1H.

B 3aBucumoctu ot ypoBus 3ammineHHoctd UCIIx u akryansubix yrpos, C3I1a moxer
BKJIFOYATh CJICIYIONTNE TEXHUUYECKUE CPEJICTBA:

AHTUBUPYCHBIE CPEJCTBA AJIsi paOOUMX CTAHIIUN MOJB30BATENEH U CEPBEPOB;

Cpe/CcTBa MEXCETEBOI0 SKPaHUPOBAHMUS;

cpelacTBa Kpunrorpaduyecko 3amuThl HHGOpMaluu, MpU IMepefade 3aluiiaeMoiu
uH(pOpMalLMU IO KaHaJIaM CBSI3U.

Tak ’xe B CIOHCOK JOJDKHBI OBITh BKIIOUEHBI (YHKIIMH 3allUThl, OOECIIeYnBaEMBbIC
mTaTHBIME cpeacTBamu oOpadoTku [1/]n omeparmonnbiMu cuctemamu (OC), npukiaaasm 110 u
CIIENUATLHBIMU KOMIUIEKCAMHU, PEATU3YIOMMUMH CpeAcTBa 3anmuThl. CIHCOK (PYHKIIUN 3alluThI
MOKET BKJTFOUATh:

YHIpaBJICHUC U pa3TpaHUYCHUC JOCTYyIIa HOHB3OB&TCHCI\/’I;
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PETUCTpAILMIO U y4eT ACUCTBUH ¢ nHpOopManuei;

- o0ecrieunBaTh LEIOCTHOCTD JAHHBIX;

- IPOU3BOIUTH OOHAPYKEHUIN BTOPKEHUH.

Cnucok HMCHONb3yeMbIX TEXHHYECKUX CPENCTB oTpaxkaercss B [lnane MeponpusaTuii 1o
00€CIeYeHNI0 3allUThl NEPCOHAIBHBIX JaHHbIX. CIHCOK HCIONB3YyEMBbIX CPEICTB JIOJIKEH
MIO/JICPKUBATECS B AKTYaJIbHOM COCTOSHMM. [IpM W3MEHEHMHM cCOCTaBa TEXHUYECKUX CpPEICTB
3amuThl Wik 31eMeHToB ICII/IH, cOOTBETCTBYIOIME H3MEHEHUS T0JKHBI ObITh BHECEHBI B CIIHCOK

U YTBEPXKIACHBI PYKOBOIHUTECIEM OpFaHI/ISaHI/II/I Win JUOoOM, OTBCTCTBCHHBIM 3a obecneueHne

3amuThl [1/1H.
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4. TpeooBanus k noacucremam C3I1In

C3I1/Ix BKIIOYAET B ceOsI CICTYIONINE TIO/ICHCTEMBI:

yIpaBiIeHUS TOCTYIIOM, PETUCTPALIUU U YUETa;

o0ecrnieyeHns LEeJI0CTHOCTH U JOCTYITHOCTH;

AHTHUBUPYCHOM 3aILUTHI;

MEKCETEBOI0 IKPAaHUPOBAHUS;

aHaJIM3a 3allUIICHHOCTH;

oOHapyXeHHs BTOPKEHUH;

KpUNTOrpadgpuyeckoi 3aIuThl.

[Moacucremsr C3I1/IH nmeroT paznuyHblii pyHKIIMOHAN B 3aBUcUMOCTH OT kiacca UCIIH,
onpezaeneHHOro B AkTe kiaccupukanuu HWHGOPMAIMOHHON CHCTEMBbl MEPCOHAIBHBIX JIaHHBIX.
Crnucok coorBerctBus (pyHkuuit moacuctem C3II/IH kiaccy 3aIIMIIEHHOCTH MPEJCTABICH B

IIpunoxxeHuu.

4.1 IloxcucreMbl ynpaBaeHUs JOCTYIIOM, PerHCTPAllUM M yyeTa

[Toncucrema ynpasiieHUs: JOCTYIIOM, PErUCTPAllM U yueTa IpeJHa3HaueHa [yl pealn3aluu
CIEeIYIOIINX (YHKITHIH:

UJECHTU(QUKALMY U IPOBEPKaA MOAJIMHHOCTU CyObeKTOB foctymna npu Bxoae B UCIIT/H;

UJCHTU(QUKAIMA TEPMHUHAJIOB, Y3JIOB CETH, KaHAJIOB CBS3U, BHEIIHUX YCTPOMCTB IO
JIOTUYECKUM HUMEHaM;

UACHTU(UKAIIMK TporpamMM, TOMOB, KaTajoros, (ailyioB, 3amuceil, mosieid 3amuced Mo
UMEHaM;

perucTpanMu Bxoja (BbIX0/a) CYOBEKTOB JOCTyla B CHCTEMY (M3 CHUCTEMBbI), JHOO
perucrpanus 3arpy3ku U HHULMATU3alUu1 OllepallMOHHOM CHCTEMBI U €€ OCTaHOBA.

perucTpainyy MONBITOK JOCTyNa MPOTrpaMMHBIX CpPEACTB (Iporpamm, IMpPOILECCOB, 3ajad,
3aJ]aHMii) K 3aIMIIaeMbIM ¢aitiam;

PETUCTPALIMK TOIBITOK JOCTyIa MPOrPaMMHBIX CPEACTB K TEpMHUHAJIaM, KaHajlaM CBS3H,
mporpammam, ToMam, Katajoram, ¢anaam, 3arucsM, MoJsM 3arucei.

[Toncucrema ymnpaBieHUs OCTYIOM MOKET OBbIThb peai30BaHa C MOMOIIbIO IITAaTHBIX
cpenctB oopabotku I1/[H (onmepanuonHbix cuctem, npuioxeHuit u CYB/l). Tak ke MoxeT ObITh
BHEJPEHO CHEIHAJIBHOE TEXHUYECKOE CPEACTBO MM HUX KOMIUIEKC OCYIIECTBISIOLINE
JIOTIONTHUTEIbHBIE MEphbl MO0 ayTeHTHU(HUKAaUUMKW M KOHTpoito. Hampumep, nmpUMeHEHHE eIHMHBIX
XPaHWJIMIL YYETHBIX 3aluced MOoJb30BaTeNeld M PerucTpallMoHHOW MHGOpPMAIUH, HUCIOJIb30BAHNE

6I/IOMCTpI/I‘-ICCKI/IX N TEXHUYCCKHUX (C MMOMOIIBIO 3JICKTPOHHBIX HpOHYCKOB) MEp ayTCHTI/I(I)I/IKaLII/II/I n

JpYyTHUX.
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4.2 Mloacucrema odecriedeHusl HEJOCTHOCTH M TOCTYITHOCTH
[Toncucrema obecrieueHus 1EIOCTHOCTH U JOCTYITHOCTH MpeaHa3HaueHa 1Jig 00ecredeHUs
es0CTHOCTU U AocTynHocTH [1/IH, mporpammubix u annapaTtHbiX cpenctB UCITIn Yupexnenus, a
TaK ’K€ CPECTB 3aIMTHI, IPU CIy4ailHON MM HaMepeHHON MoaAu(UKaLny.
[Toncucrema peannsyercss € IIOMOLIbIO OpraHU3allUd  PE3EPBHOTO  KOIHUPOBAHMS

o0pabaThIBaeMbIX JIaHHBIX, a TAK K€ pe3epBUPOBaHUEM KITt0UeBBIX d5ieMeHToB UCII/IH.

4.3 TloacucreMa aHTUBHPYCHOM 3alIIUTHI

[loacucrema aHTUBUPYCHOM 3alUTHI TMpeJHA3HAUEHA Il O00ECIeUeHUs] aHTUBUPYCHOMU
3amuThl cepBepoB u APM nonb3oBateneit UCIIAn Yupexaenus.

CpencTBa aHTUBUPYCHOM 3allIMTHI IPEAHA3HAYEHBI VIS PeaM3alluy CIeIYIOMNX (YHKIIHI:

PE3UJICHTHBIN aHTUBUPYCHBIA MOHUTOPHHT

AHTUBHPYCHOE CKAaHUPOBAHHUE;

CKpUNT-0JI0KMPOBAHHUE;

LEHTPAIN30BaHHYIO/YIAIEHHYIO YCTAaHOBKY//IEMHCTAIUISIUI0O AHTUBUPYCHOTO TPOAYKTA,
HACTPOIKY, aIMUHUCTPUPOBAHUE, TPOCMOTP OTUETOB M CTATHUCTUYECKOW HMH(pOpMAIUHU MO padoTe
HPOAYKTA;

aBTOMAaTHU3MPOBAHHOE OOHOBIIEHUE aHTUBUPYCHBIX 0a3;

OTpaHMYEHUE I[paB II0Jb30BATENsI HA OCTAHOBKY MWCIOJHAEMbBIX 3a/lad U HU3MEHEHUS
HACTPOEK aHTUBUPYCHOT'O MPOTPAMMHOI0 00ECIICUEeHNUS;

AaBTOMATUYECKUH 3aIlyCK Cpa3y MOCJe 3arpy3Ku OlepaliOHHON CUCTEMBI.

[Toncucrema peanusyercst MyTeM BHEAPEHUS CIIELHUATIbHOIO aHTUBUPYCHOTO IPOrPaMMHOTO

obecrieuenus Ha Bce 3neMeHnTh UCII/IH.

4.4. IToacucrema MexceTeBOro IKPAHMPOBAHUS

[Toncucrema MeXCETEBOTO DKPaHMPOBAHUS NPEJHA3HAYCHA Ul pealu3alu CIETYIONX
byHKUIHMI:

¢GunbTpauM OTKPHITOrO M 3amugpoBaHHOTO (3akpbiToro) IP-tpaduxa mo crenyrommm
napameTpam;

¢duKcanMy BO BHYTPEHHUX >KypHaJlaX MH(POPMALIUU O MPOXOISIIEM OTKPHITOM U 3aKPbITOM
IP-tpaduxe;

UACHTU(DUKAIIMK ¥ ayTeHTU(UKALMUIO aJIMHHHUCTPATOpa MEKCETEBOr0 HKpaHa IpU €ro
JIOKaJIbHBIX 3allpocax Ha JOCTYI;

perucTpauuu Bxoja (BeIX0/a) agMHUHHCTpaTOpa MEXKCETEBOIO JKpaHa B cucTeMy (M3
CHCTEMBI) TMOO0 3arpy3KH U MHULIMAIU3ALUU CUCTEMBI U €€ POrPaMMHOI0 OCTaHOBA;

KOHTPOJISI LIEIOCTHOCTH CBOEH MPOrpaMMHOM M MH()OPMAIIMOHHON YacTu;
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(GMIBTpalUK MMAKETOB CIY)KEOHBIX MPOTOKOJIOB, CIYXKAIUX I JUATHOCTHUKYU U YIIPaBICHUS
paboToil CeTeBBIX YCTPOUCTB;

(GUIBTpPallM C YY4ETOM BXOJHOTO U BBIXOJHOIO CETEBOr0 HHTepdeiica Kak CpeiCTBO
HPOBEPKH MMOUTHHHOCTU CETEBBIX a/IPECOB;

perucTpanmu U y4dcTa 3alpamrBacMbIX CCPBUCOB MMPUKIIAAHOTO YPOBH,

OJIOKMPOBAaHUS JTOCTYIAa HEUACHTU(DUIIMPOBAHHOTO OOBEKTa WM CYyOBEKTa, MOJIMHHOCTH
KOTOpOro npu aYTeHTI/I(bI/IKaL[I/II/I HC NOATBCpAUIIaCh, MCTOAAMU, YCTOf/'I‘-II/IBBIMI/I K IICPCXBaAry;,

KOHTPOJIS 32 CETEBOM aKTHBHOCTHIO IIPHIIOKEHHI U OOHAPYKEHHS CETEBBIX aTaK.

[TogcucremMa  peanu3yercs — BHEAPEHHEM  MPOTPaMMHO-ANIApaTHBIX  KOMILICKCOB

MEXXCETEBOIo AKpaHupoBaHus Ha rpanule JICB, kinaccom He HUXke 4.

4.5 IloacucreMa aHAIN3A 32U ILEHHOCTH
[Toncucrema aHanM3a 3alUILEHHOCTH, JOJKHA oOecreduBaTh BbBISBICHHUS YS3BHUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B KoHurypauuu 10 HMCII[H, xoTOphle MOTYT OBITH HCIOJIB30BaHBI
HapyLIUTEIeM Ul pealu3aluy aTaku Ha CUCTEMY.
OyHKIMOHAN MOACUCTEMBl MOXKET OBbITh pEealn30BaH MPOTrPAMMHBIMH U HPOTrPAMMHO-

arrapaTHbIMU CPEACTBAMU.

4.6 MoacucreMa 0OHApPYKeHUs BTOP KeHM It
[Toncucrema oOHApYKEHUSI BTOPKEHUH, JODKHA O0ECTICUMBATh BBISBICHHE CETEBBIX aTaK
Ha sneMenThl MCII/IH monkiroueHHbIe K CETsIM OOIIETro MOJb30BaHUs U (WIJIM) MEXTYHAPOIHOTO
oOMeHa.
OYHKIMOHAT TOJICUCTEMBI MOXET OBITh pealli30BaH MPOTPAMMHBIMU U TMPOTPAMMHO-

arrmapaTHbIMU CPEACTBAMU.

4.7 Iloncucrema kpunrorpadguuecko 3aluThI
[Toacucrema kpunrtorpaduyueckor 3amuThl TpenHasHadeHa aius uckimouenus HCI x
sammmaemort uHpopmarmu B UCIIH Yupexnenus, mpu ee nepenayu Mo KaHajlaM CBSI3U CETel
0011ero MoIb30BaHUS U (MITH) MEXKIYHAPOJIHOTO OOMEHa.
[Toncucrema peanusyercs BHEAPEHUS KPUNTOrpadUUECKUX MPOTrPaMMHO-ANMapaTHBIX

KOMIIJICKCOB.
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5. IToas3oBarteau UCII/In

B Konnenuuu wHpopMarmoHHOW 0€30MacCHOCTH ONpPENeIeHbl OCHOBHBIE KaTErOpUU
noib3oBarened. Ha ocHOBaHMM 3TMX KaTeropuum [JOJDKHA OBITh TNPOM3BEIEHA THUIM3ALUs
nosb3oBareneit UCIIJIH, onpeneneH ux ypoBeHb JOCTyIa U BOZMOXKHOCTH.

B UCIIln Oprasu3anuyy MOXHO BBLACIUTH CIEAYIOLIUE TPYIIbl [0JIb30BaTENEH,
y4acTBYIOUIMX B 00paboTke u XxpaneHuu 11/[H:

Anmunuctparopa UCII/H;

AnmuHHCTpaTopa 6€30MacHOCTH;

Oneparopa APM;

AZMUHHUCTpATOpa CETH;

TexHuueckoro crnenuamicTa 1o 00cIyXUBaH!uIo nepudepuitHoro 060py10BaHus;

JlaHHbBIe O rpymnmax IoJib30BaTeNsAX, YPOBHE MX JOCTyNa U MH(OPMHUPOBAHHOCTU JIOJIKEH
ObITh OTpakeH B [lonoskeHue 0 pasrpaHUYEeHUN NPaB JIOCTYyNa K 00padaThIBAEMBIM MIEPCOHATBLHBIM

JAHHBIM.

5.1 Aamunucrparop UCIIAn

Anmunuctpatop WCII[AnH, paGotHux OpraHu3anuy, OTBETCTBEHHBIH 3a HACTPOMKY,
BHenperne u compoBoxaeHue MCII[n. OOGecneunBaer (QYHKIMOHUPOBAHHE TIOACUCTEMBI
ynpasienus goctynom VCIIJIH 1 ynoJHOMOYEH OCYIIECTBIIATh IPEJOCTABICHUE U Pa3sTpaHUYCHHE
JI0CTyna KoHeuHoro mnojb3oBarens (Omeparopa APM) k sneMeHTaM XpaHAIIMM IE€PCOHAJIbHBIE
JTaHHbIE.

Anmvunnctparop UCIIIx obnagaeT cneayromuM ypoBHEM JOCTYIA U 3HAHHM:

oOnajaer noysHo MH(OpMaIMel 0 CUCTEMHOM M MPHUKJIAJHOM IIPOrpaMMHOM OO€CTIeYeHUN
NCIIH;

oOnanaer nojaHOM nH(popMalel 0 TeXHUYECKUX cpeacTBax U koHdurypanuu UCI/H;

UMEeT JOCTYIl KO BCEM TEXHMUYECKHM cpeicTBaM oO0paboTKM HHpOpMAIMU U JIaHHBIM
NCIIH;

oOnagaer npaBaMH KOH(QUTI'YpPUPOBAaHHS M aJIMUHHCTPATUBHOM HACTPOMKH TEXHMUYECKUX

cpencts UCII/IH.

5.2 AAMUHHCTPATOP 0€30MACHOCTH
Anmunuctpatop  Oe3omacHocTd, paboTHuk  OpraHuzanuu,  OTBETCTBEHHBIM  3a
¢yuknuonuposanue C3I1JIH, Bkirowass oOCHyXKMBaHHE U HACTPOWKY aJIMHUHUCTPATUBHOM,
CEPBEPHOU U KIIMEHTCKOM KOMIIOHEHT.
AnMuHHCTpaTOp 0€30MacHOCTH 00J1a/1aeT CeIyIOIUM YPOBHEM JIOCTYIa U 3HAHUI:

obnamaet mpaBamu Aamunucrparopa UCI1/IH;
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oOmagaer noaHo# uHpopmarmeit 06 UCITIH;

UMEeT JOCTYN K CpEeICTBaM 3allUThl WHPOPMAIMM M MPOTOKOIMPOBAHUS M K YACTH
kmoueBbIx sneMenToB MUCII/IH;

HE MMEeT MpaB JOCTyla K KOH(UIYPUPOBAHUIO TEXHUYECKUX CPEICTB CETH 3a
UCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AnMuHHCTpaTOp 0€30MaCHOCTH YIIOJTHOMOYCH:

peaTn30BBIBAaTh NOJUTUKK Oe3omacHOCTH B yacTH HacTporiku CK3U, MexceTeBbIX 3KpaHOB
U cucteM OOHapyKeHHsl aTak, B COOTBETCTBHM C KOTOpbIMH mosb3oBaTens (Omeparop APM)
MOJTy4aeT BO3MOXKHOCTh padboTtath ¢ anementamu UCITH;

OCYILIECTBIIATh ayJUT CPEACTB 3allUTHI;

YCTaHABJIMBATh JIOBEPUTEIIbHBIE OTHOLIEHMSI CBOEW 3aMILEHHOW CETH C CETSIMM JAPYTUX

YupexaeHui.

5.3 Onepatrop APM

Oneparop APM, pabotHuk OpraHuzanuu, ocyuiecTBisitomuid - 06padorky I1/IH.
O6pabotka II/In BkmrouaeT: Bo3MOKHOCTH mpocmoTpa I1/IH, pyunoit BBonx II/lH B cucremy
WCIIH, ¢opMupoBaHUE CIPAaBOK U OTYETOB 10 MHPOpManuu, norxydeHHon u3 UCIIJ. Onepatop
HE UMeeT MOJIHOMOYH /IJIs1 yIpaBlIeHUs mojcucTeMaMu 00padoTku nanubix u C3I1/H.

Omneparop UCII/In o0nanaeT cieayromuM ypoBHEM IOCTYIIA U 3HAHUI:

o0namaer BceMH HEOOXOIMMBIMH aTpuOyTaMu (HampuMmep, mapoiieM), o0ecrnedrBarOIIMMU
JIOCTYN K HEKOTOPOMY MOAMHOkeCTBY [1/1H;

pacmoJaract KOH(l)I/II[CHIII/IaJ'II)HI)IMI/I JaHHBIMH, K KOTOPBIM UMCECT OJOCTYII.

5.4 ATMHUHHMCTPATOP CeTH

AnMuHUCTpaTop cetH, paboTHUK OpraHu3aluy, OTBETCTBEHHBIH 3a (YHKIIMOHHPOBAHHE
TeneKoMMyHuKanoHHoi noacucremsl UCII/IH. AaMUHMCTPATOp CETH HE UMEET MOJHOMOYMM 1JIs
yIIpaBJIEHUS MOACUCTEMAaMU 00paOOTKU JaHHBIX U O€30MaCHOCTH.

AMHMHUCTpPATOpP CEeTH 00Ia1aeT CIEAYIOIUM YPOBHEM JOCTYIIA U 3HAHUI:

o0ranaer 4acTbio MHPOPMAIIMK O CUCTEMHOM U MPHUKJIAJHOM MPOrPaMMHOM 00€CIIEUEHHUH
NCIIH;

o0agaeT 4acThio HHPOPMAIIUHN O TEXHUYECKHUX cpeacTBax U KoHpurypauuu UCIIH;

uMeeT (U3MYECKUH JOCTYyn K TEXHMYECKHM CcpeAcTBaM oO0padoTku uHbopManuu Hu
CpEIICTBaM 3alIUThI;

3HACT, 110 MEHBIIIEH MCpPE, OAHO JICTAJIBHOC UM JOCTYyIIA.
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5.5 TexHn4ecKuii CHEUATUCT MO 00CTYKUBAHUIO NlepudepuiiHOro 000pya0BaAHUS

TexHUYEeCKUH CHENUaTUuCT 1O OOCITYXKHUBaHUIO, PAOOTHUK YUPEKICHHs, OCYIIECTBIISICT
obcimyxuBaHue W HacTpoiiky nepudepuitnoro obopynoBanus MCIT/IH. Texaudeckuii crienuaauct
no oOCHyXHBaHHIO He uMeer naoctyna K [IJ[H, He WMeeT NOJHOMOYHMH MJisi YIPaBICHUS
nojcucreMamMu 00pabOTKH JaHHBIX M O€30MaCHOCTH.

TexHUYecKui CHenuanaucT Mo OOCIYKMBAHUIO O0JIaaeT CIEAYIOIIUM YPOBHEM JOCTYyIa U
3HAHUM:

o0JasaeT 4acTbio MHPOPMAIIMK O CUCTEMHOM U MPHUKIAHOM MPOrPaMMHOM OOecTieueHUU
NCTI/H;

o0agaer 4acThio HHPOPMAIIUHN O TEXHUYECKHX cpeacTBax U KoHpurypauun UCIIH;

3HACT, 110 MEHBIIICH MEPE, OAHO JICTAJIbHOC UM JOCTYyIIA.

5.6 Ilporpammucr-pazpadorunk UCIIAn

[IporpammucTbi-pazpaboTUMKHU (MMOCTABIIUKH) MPUKIAIHOTO MPOTPAMMHOI0 00€CTICUEeHHS,
o0OecrieunBaroOIIMe €ro CONPOBOXKIEHHE Ha 3auuinaeMoMm oOwvekre. K maHHON rpymnme moryt
OTHOCHUTBCS KaK COTPYJTHUKH YUPEKACHHS, TAK U COTPYIHUKH CTOPOHHUX OpPTaHU3aAIUH.

JInno 3ToM Kareropuu:
obnmamaer mHpopManuelr 00 anropuTMax M MporpaMmax o0paboTku WHGOpPMAIMU Ha

NCIIn;

o0agaeT BO3MOXKHOCTSMU BHECEHHUS OINMOOK, HEICKIAPUPOBAHHBIX BO3MOYKHOCTEH,
IPOrpaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX Hporpamm B mnporpammHoe obOecneueHue MCII[AH Ha
CTaJ UM ee pa3pabOTKH, BHEAPEHUS U COIPOBOXKICHUS;

MOXET pacrosarate J1r00biMH (parmMeHTamMu uHpopmauuu o Ttonojorun HWCII[AH wu

TEXHUUYECKUX cpeacTBax o0paboTku u 3amuThl [1/]H, o6pabaTsiBaembix B UCTI/IH.
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6. TpeOoBaHusi K mepcoHay o odecneyeHuo 3ammThl I1{n

Bce pabotHukm Opranuzaiuu, ssisrornuecs mnosb3oBatensmu MCIIIH, H0mKHBI YeTKO
3HATh U CTPOTO BBIMOJHATH YCTAHOBJICHHBIC MPaBUia U 00S3aHHOCTHU MO JOCTYIY K 3alllUI[aeMbIM
00BEKTaM U COOJIIOICHUIO TIPUHSITOTO pexkuMa 6e3onacHoctu [T/1H.

[Ipy BCTYIUIGHMHM B JIOJDKHOCTH HOBOTO paOOTHHMKAa HEMOCPEICTBEHHBI HadalbHUK
nojpasjielieHus, B KOTOPOE€ OH IIOCTYMaeT, o00s3aH OpraHu30BaThb €ro O3HAKOMJICHHE C
JOJIKHOCTHOM MHCTPYKLIHMEH U HEOOXOJUMBIMU JOKYMEHTaMH, periaMeHTHPYIOIIMMU TpeOOBaHUS
no 3ammre [IJIH, a Takke oOydyeHHE HaBBIKAM BBIMOJIHEHHS] MHPOLEAYpP, HEOOXOAUMBIX s
CaHKIIMOHHPOBaHHOTO uctonb3oBanus MCII/In.

POGOTHUKK OMKEH OBITH O3HAKOMIIEH CO CBEACHMSAMHU HacTosimed IloauTuku, mpHHATHIX
npouenyp padotsl ¢ anementamu MCIT/{x n C3I1/H.

PabGotHuk OpraHuzanuy, HUCHONB3YIONIME TEXHUYECKHUE CPEACTBA ayTEeHTH(UKALUH,
JIOJKHBI 00€CIeurBaTh COXPAHHOCTh MAEHTU(UKATOPOB (IEKTPOHHBIX KIIOYEH) U HE JOMYCKaTh
HCJl x HuM, a Tak e BO3MOXHOCTb HX YTEpU WJIM HCHOJIb30BAHMUSI TPETbUMM JIUIAMH.
[Tonb30BaTeny HECYT MEPCOHATBHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTh UCHTH(PUKATOPOB.

PabotHuku Opranuzanuu JOHKHBI CIEA0BAaTh YCTAHOBJICHHBIM MPOLIEIypaM MOAePKaAHUS
pexuma Oe3omacHocty [1/IH mpu BbIOOpE M HMCNOIB30BAHUM MApojei (€ciu He HCHOJb3YIOTCS
TEXHUYECKUE CPEICTBA AyTEHTU(PHUKALIUHN).

PabotHuku Opranuzanuu JOJDKHBI 0OecliedrBaTh HaJUISKAIIYIO 3allUTy O0OpYyIOBaHUS,
OCTaBIIsIeMOro 0e3 MPUCMOTpPa, OCOOEHHO B TeX Cllydasx, KOr/la B TMOMEIICHHE UMEIOT JIOCTYI
MOCTOPOHHHUE JNuIa. Bce monbp3oBaTenu MOJDKHBI 3HATH TpeOoBaHusi mo OezomacHoctu [IJIH u
MIPOIIEIYPHI 3aIIUTHI 000PYAOBaHUS, OCTABJICHHOTO 0€3 MPUCMOTpPA, a TAKKE CBOM O0S3aHHOCTHU TIO
00€CTeYeHNIO TaKOM 3alUTHI.

PaGoTHMkaM 3ampemiaercs ycTaHaBIMBaTh IIOCTOPOHHEE NPOTrpaMMHOE oOecreueHue,
MOJIKJIIOYATh JIMYHbIE MOOMIIbHBIE YCTPOWCTBA U HOCUTENN MH(QOPMAIINH, a TaK K€ 3alHUChIBaTh Ha
HUX 3alUIIaeMyr0 HHHOPMAITHIO.

PaGoTHukaM 3ampelaercss pasriialiaTh 3allUIIaeMyl0 HH(OpMaIMio, KOTOpas cTaja UM
U3BECTHA MU paboTe ¢ nHPOPMAIMOHHBIMU cucTeMaMi OpraHuzaluu, TPETbUM JTUIAM.

[Tpu padote ¢ I1[In B UCIIJIH paGotauku Opranuszanuu 00si3aHbl 00€CeYuTh OTCYTCTBHE
BO3MOKHOCTH nipocMoTpa [I/IH TpeTbumu nuamu ¢ MOHUTOPOB APM miy TepMHUHAIIOB.

[Tpu 3aBepiienuun padotel ¢ UCIT[AH paboTHHKHM 00s3aHbl 3alIMTUTE APM 1 TepMuHaibI
C TIOMOIIBIO OJIOKUPOBKU KIIFOUOM MJIM SKBHBAJICHTHOTO CPEACTBA KOHTPOJIS, HAPUMEp, JOCTYIIOM
IO MapoJII0, €CIIM HE UCTIONb3YIOTCS 00Jiee CHIIbHBIE CPEICTBA 3AIUTHI.

PabGotHuku OpraHuzanusi AOKHBI OBITh MPOMH(POPMUPOBAaHBI 00 Yyrpo3ax HapyLUICHHUs

peKxumMa 0e30IacHOCTH HI[H U OTBCTCTBCHHOCTU 3a €0 HApYUICHHUC. Onu JOJIDKHBI OBITh
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O3HAKOMJICHBI C YTBEPXKICHHOH (opManbHOM TpOLEaypOol HANIOKEHUS JUCHUIUTMHAPHBIX
B3bICKaHM Ha paOOTHUKOB, KOTOPHIE HAPYILWINA MPUHSTHIEC MOJUTHKY U MPOLEAYpPhl 0€3011acCHOCTH
I[]1x.

PaGoTHkumn o00s3aHBl 0€3 TpoMemieHHs coo0marb 000 BceX HaOII0JAEMbIX HIIH
MOIO3PUTENBHBIX citydasx pabotel MCII/H, Morymux moBiedb 3a co00H yrpo3bl 6e30MmacHOCTH
[T/IH, a TakKe O BBIBJICHHBIX UMM COOBITHSIX, 3aTparuBaronux oesonacHocts [1/1H, pyKoBOACTBY
MOJpa3/IeIeHUs] U JIMIy, OTBEYAIOIIEMY 32 HEMEIJICHHOE pearnpoBaHKe Ha yrpo3bl 0€30MacHOCTH

I[]1x.
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7. JloxHOCTHBIE 00s13aHHOCTH NoJib3oBaTeseit UCIIAn
JomkHocTHBIE 00s13aHHOCTH TTosTb3oBateseit CITJIH onucanbl B ClIeIyIONUX TOKYMEHTAX:
Nuctpykiusa anmunuctparopa UCITIH;
Wucrpyknus agmunuctpaTopa 6ezonacuocta MCIT/IH;
Nucrpykuus nons3oBarens UCIH;

I/IHCTPYKI_[I/IH IIOJIB30BATEIIA TP BOSHUKHOBCHUHN BHEIITATHBIX CHTyaHHﬁ.
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8. OtBercTrBeHHOCTH padoTHUKOB UCII{n Opranuszamumn

B cootBercTBHM cO cT. 24 DenepanbHoro 3akona Poccuiickont @enepanun ot 27 utoia 2006
r. Ne 152-®3 «O mepcoHaabHBIX JaHHBIX» JIUIA, BAHOBHBIC B HApYIICHUU TPeOOBAaHWUN JTAHHOTO
®denepanbHOro 3aK0Ha, HECYT IPaXKAAHCKYI0, YTOJIOBHYIO, aAMUHUCTPATUBHYIO, JUCLHUIIIMHAPHYIO
Y MHYIO IIPEYCMOTPEHHYIO 3aKOHOAATENILCTBOM Poccniickoit denepanui OTBETCTBEHHOCTb.

JeiictBytomee  3akoHonaTenbcTBO P®  mo3BoisieT NOpeabsaBIsATH TpeOOBaHUSA 10
obOecrieueHnto Oe3omacHOl paboThl ¢ 3amumiaeMoil uHpoOpManuend W MpeaycMaTpuBaeT
OTBETCTBEHHOCTh 3a HAapylIEeHUE YCTAHOBIEHHBIX MpaBWI 3Kciuryataunu OBM u cucrewm,
HENPABOMEPHBIH JOCTYNl K WH(POPMAIMK, €CIIM JTH JACUCTBHS MPHUBEIM K YHUUYTOKECHHUIO,
0JIOKMpOBaHMIO, MOTUGUKAIMA WHPOPMAIIMK WIH HapyleHuo padotel OBM wimu cereii (craTthu
272,273 u 274 YK PO).

Anmunuctparop UCIT/In u anMuHuCcTpaTop 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 32 BCE
JIEUCTBUSI, COBEPILICHHBIC OT UMEHU MX YUETHBIX 3alMCEl MM CUCTEMHBIX YYETHBIX 3alHCEH, CIH
HE JT0Ka3aH (paKkT HECAaHKIIMOHUPOBAHHOTO MCIIOJIb30BAHMS YUETHBIX 3aITUCEH.

[Ipu wnHapymenusix pabotHukamu Opranmzamun — nonb3oBateneit WCII/In mpaswui,
CBs3aHHBIX ¢ Oe3omacHocThiO [1/IH, OHM HECyT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO JACHCTBYIOLIUM
3aKoHoAarenbCcTBOM Pocculickoit denepanuu.

[TpuBeneHHbIC BhINIE TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3alIUTe HH(OPMAIUH
JOJKHBI ObITh OTpaxkeHbl B [lomoxkeHusax o moapasneneHusx OpraHusaiiu, OCYIIECTBISIOLINX
o6pabotky I[1/]n 8 UCII/IH 1 TOMKHOCTHBIX HHCTPYKIUSAX paOOTHUKOB OpraHu3amusi.

Heobxonumo BHectu B IlonoxeHus o moapasaeneHusx OpraHuzalud, OCYIIECTBIISIFOIIMX
o0pabotky I/l B UCII/IH cBeneHuss 00 OTBETCTBEHHOCTH MX PYKOBOAMTENEH M COTPYAHHUKOB 3a
pasriaiieHre ¥ HECaHKIIMOHHPOBAaHHYI0 Moaudukanuio (uckaxenue, danbcuduxanmio) [1/1H, a

TAKXKXE 3a HCIIPABOMCEPHOC BMCHIATCIBCTBO B IIPOLECCHI HUX aBTOMaTI/I3HpOBaHHOI>'I O6pa6OTKI/I
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